Release Notes for Service Pack for ProLiant, v2021.05.0
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BIOS - System ROM

Online ROM Flash Component for Linux - HPE ProLiant DL380 Gen9/DL360 Gen9 (P89) Servers
Version: 2.80_10-16-2020 (Recommended)

Filename: RPMS/i386/firmware-system-p89-2.80_2020_10_16-1.1.i386.rpm

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant DL360/DL380 Gen9 System ROM - P89
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019



Firmware Dependencies:
None
Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BOOO0O03A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-



0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant DL380 Gen9/DL360 Gen9 (P89) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: cp046145.exe

Important Note!
Important Notes:
None
Deliverable Name:
HPE ProLiant DL360/DL380 Gen9 System ROM - P89
Release Version:
2.80_10-16-2020
Last Recommended or Critical Revision:
2.80_10-16-2020
Previous Revision:
2.76_10-21-2019
Firmware Dependencies:
None

Enhancements/New Features:



Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0OOO03A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O0O03A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,



CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE Apollo 4200 Gen9/HPE ProLiant XL420 Gen9 (U19) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-u19-2.80_2020_10_16-1.1.i386.rpm

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Deliverable Name:

HPE Apollo 4200 Gen9/HPE ProLiant XL420 Gen9 System ROM - U19
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:



This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.



Known Issues:

None

Enhancements
Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant BL460c Gen9/WS460c Gen9 (136) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-i36-2.80_2020_10_16-1.1.i386.rpm

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant BL460c Gen9/WS460c Gen9 System ROM - 136
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.



This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.



Online ROM Flash Component for Linux - HPE ProLiant BL660c Gen9 (138) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-i38-2.80_2020_10_16-1.1.i386.rpm

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant BL660c Gen9 System ROM - 138
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.



This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant DL120 Gen9 (P86) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-p86-2.80_2020_10_16-1.1.i386.rpm

Important Note!



Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant DL120 Gen9 System ROM - P86
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites



The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant DL160 Gen9/DL180 Gen9 (U20) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-u20-2.80_2020_10_16-1.1.i386.rpm

Important Note!

Important Notes:

None

Deliverable Name:



HPE ProLiant DL160 Gen9/DL180 Gen9 System ROM - U20
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None
Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes



Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant DL20 Gen9 (U22) Servers
Version: 2.90_11-27-2020 (Recommended)
Filename: RPMS/i386/firmware-system-u22-2.90_2020_11_27-1.1.i386.rpm

Important Note!
Important Notes:
This revision of the System ROM includes the latest revision of Intel microcode.
Deliverable Name:
HPE ProLiant DL20 Gen9 System ROM - U22

Release Version:



2.90_11-27-2020

Last Recommended or Critical Revision:
2.90_11-27-2020

Previous Revision:

2.88_10-16-2020

Firmware Dependencies:

None

Enhancements/New Features:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode: 0x000000E2 (CPUID
506E3). This Intel microcode patch provide mitigations for BIOS advisories and security vulnerabilities
documented as CVE-2020-8696 and CVE-2020-8698. These security vulnerabilities are documented in
Intel Security Advisory INTEL-SA-00381. These issues are not unique to HPE servers.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Important Notes:

This revision of the System ROM includes the latest revision of Intel microcode.
Firmware Dependencies:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode: 0x000000E2 (CPUID
506E3). This Intel microcode patch provide mitigations for BIOS advisories and security vulnerabilities
documented as CVE-2020-8696 and CVE-2020-8698. These security vulnerabilities are documented in
Intel Security Advisory INTEL-SA-00381. These issues are not unique to HPE servers.

Known Issues:

None

Online ROM Flash Component for Linux - HPE ProLiant DL560 Gen9 (P85) Servers



Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-p85-2.80_2020_10_16-1.1.i386.rpm

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant DL560 Gen9 System ROM - P85
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.



Known Issues:

None

Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O0O03A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant DL580 Gen9 (U17) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-u17-2.80_2020_10_16-1.1.i386.rpm

Important Note!

Important Notes:



This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant DL580 Gen9 System ROM - U17
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000016 (CPUID 306F4) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0592. These security
vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These issues are not unique to
HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8764.
These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00390. These issues
are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None
Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.



Fixes

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000016 (CPUID 306F4) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0592. These security
vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These issues are not unique to
HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8764.
These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00390. These issues
are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant DL60 Gen9/DL80 Gen9 (U15) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-u15-2.80_2020_10_16-1.1.i386.rpm

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant DL60 Gen9/ProLiant DL80 Gen9 System ROM - U15



Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None
Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes

Important Notes:



This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant EC200a (U26) Server/HPE ProLiant Thin Micro TM200 (U26)
Server

Version: 2.66_07-19-2019 (Recommended)

Filename: RPMS/i386/firmware-system-u26-2.66_2019_07_19-1.1.i386.rpm

Important Note!
Important Notes:
None
Deliverable Name:
HPE ProLiant Thin Micro TM200 System ROM - U26
Release Version:

2.66_07-19-2019



Last Recommended or Critical Revision:
2.66_07-19-2019

Previous Revision:

2.62_02-20-2019

Firmware Dependencies:

None

Enhancements/New Features:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for an Intel sighting where the system may experience a machine check after updating to the
latest System ROM which contained a fix for an Intel TSX (Transactional Synchronizations Extensions)
sightings. The previous microcode was first introduced in the v2.62 System ROM. This issue only impacts
systems configured with Intel Xeon® D-1500 processors. This issue is not unique to HPE servers.

Known Issues:

None

Prerequisites

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Fixes
Important Notes:
None
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for an Intel sighting where the system may experience a machine check after updating to the
latest System ROM which contained a fix for an Intel TSX (Transactional Synchronizations Extensions)
sightings. The previous microcode was first introduced in the v2.62 System ROM. This issue only impacts
systems configured with Intel Xeon® D-1500 processors. This issue is not unique to HPE servers.
Known Issues:
None

Enhancements

None



Online ROM Flash Component for Linux - HPE ProLiant ML110 Gen9 (P99) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-p99-2.80_2020_10_16-1.1.i386.rpm

Important Note!
Important Notes:
None
Deliverable Name:
HPE ProLiant ML110 Gen9 System ROM - P99
Release Version:
2.80_10-16-2020
Last Recommended or Critical Revision:
2.80_10-16-2020
Previous Revision:
2.76_10-21-2019
Firmware Dependencies:
None
Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O0O03A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.



This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BOOO0O03A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant ML150 Gen9 (P95) Servers



Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-p95-2.80_2020_10_16-1.1.i386.rpm

Important Note!
Important Notes:
None
Deliverable Name:
HPE ProLiant ML150 Gen9 System ROM - P95
Release Version:
2.80_10-16-2020
Last Recommended or Critical Revision:
2.80_10-16-2020
Previous Revision:
2.76_10-21-2019
Firmware Dependencies:
None
Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:



None

Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O0O03A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant ML30 Gen9 (U23) Servers
Version: 2.90_11-27-2020 (Recommended)
Filename: RPMS/i386/firmware-system-u23-2.90_2020_11_27-1.1.i386.rpm

Important Note!

Important Notes:

This revision of the System ROM includes the latest revision of Intel microcode.



Deliverable Name:

HPE ProLiant ML30 Gen9 System ROM - U23
Release Version:

2.90_11-27-2020

Last Recommended or Critical Revision:
2.90_11-27-2020

Previous Revision:

2.88_10-16-2020

Firmware Dependencies:

None

Enhancements/New Features:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode: 0x000000E2 (CPUID
506E3). This Intel microcode patch provide mitigations for BIOS advisories and security vulnerabilities
documented as CVE-2020-8696 and CVE-2020-8698. These security vulnerabilities are documented in
Intel Security Advisory INTEL-SA-00381. These issues are not unique to HPE servers.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Important Notes:

This revision of the System ROM includes the latest revision of Intel microcode.
Firmware Dependencies:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode: 0x000000E2 (CPUID
506E3). This Intel microcode patch provide mitigations for BIOS advisories and security vulnerabilities



documented as CVE-2020-8696 and CVE-2020-8698. These security vulnerabilities are documented in
Intel Security Advisory INTEL-SA-00381. These issues are not unique to HPE servers.

Known Issues:

None

Online ROM Flash Component for Linux - HPE ProLiant ML350 Gen9 (P92) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-p92-2.80_2020_10_16-1.1.i386.rpm

Important Note!
Important Notes:
None
Deliverable Name:
HPE ProLiant ML350 Gen9 System ROM - P92
Release Version:
2.80_10-16-2020
Last Recommended or Critical Revision:
2.80_10-16-2020
Previous Revision:
2.76_10-21-2019
Firmware Dependencies:
None
Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,



CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:
None
Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O0O03A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant XL170r/XL190r Gen9 (U14) Servers



Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-u14-2.80_2020_10_16-1.1.i386.rpm

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant XL170r/XL190r Gen9 System ROM - U14
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.



Known Issues:

None

Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O0O03A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant XL230a/XL250a Gen9 (U13) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-u13-2.80_2020_10_16-1.1.i386.rpm

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1PU.2020.2 guidance.



Deliverable Name:

HPE ProLiant XL230a/250a Gen9 System ROM - U13
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:
None
Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes



Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements
Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant XL260a Gen9/XL2x260w (U24) Server
Version: 1.60_01-22-2018 (B) (Critical)
Filename: RPMS/i386/firmware-system-u24-1.60_2018_01_22-2.1.i386.rpm

Important Note!

Important Notes:

Ver. 1.60(B) contains updates to the component packaging and is functionally equivalent to ver. 1.60. It is
not necessary to upgrade with Revision B if a previous component Revision was used to upgrade the
firmware to version 1.60.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for Variant 2 of the Side Channel Analysis
vulnerability, also known as Spectre. The revision of the microcode included in this System ROM does NOT
have issues with more frequent reboots and unpredictable system behavior which impacted the previous
Intel microcode which was part of the Spectre Variant 2 mitigation. Additional information is available
from Intel’s Security Exploit Newsroom, https://newsroom.intel.com/press-kits/security-exploits-intel-

products/.



https://newsroom.intel.com/press-kits/security-exploits-intel-products/
https://newsroom.intel.com/press-kits/security-exploits-intel-products/

Deliverable Name:

HPE ProLiant XL260a Gen9/XL2x260w System ROM - U24
Release Version:

1.60_01-22-2018

Last Recommended or Critical Revision:
1.60_01-22-2018

Previous Revision:

1.50_09-25-2017

Firmware Dependencies:

None

Enhancements/New Features:

None

Problems Fixed:

Updated the Intel processor microcode to the latest version.
Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Important Notes:

Ver. 1.60(B) contains updates to the component packaging and is functionally equivalent to ver. 1.60. It is
not necessary to upgrade with Revision B if a previous component Revision was used to upgrade the
firmware to version 1.60.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for Variant 2 of the Side Channel Analysis
vulnerability, also known as Spectre. The revision of the microcode included in this System ROM does NOT
have issues with more frequent reboots and unpredictable system behavior which impacted the previous
Intel microcode which was part of the Spectre Variant 2 mitigation. Additional information is available
from Intel’s Security Exploit Newsroom, https://newsroom.intel.com/press-kits/security-exploits-intel-

products/.

Firmware Dependencies:


https://newsroom.intel.com/press-kits/security-exploits-intel-products/
https://newsroom.intel.com/press-kits/security-exploits-intel-products/

None

Problems Fixed:

Updated the Intel processor microcode to the latest version.
Known Issues:

None

Online ROM Flash Component for Linux - HPE ProLiant XL270d (U25) Accelerator Tray
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-u25-2.80_2020_10_16-1.1.i386.rpm

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant XL270d Accelerator Tray System ROM - U25
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-



0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements



Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant XL450 Gen9 (U21) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-u21-2.80_2020_10_16-1.1.i386.rpm

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant XL450 Gen9 System ROM - U21
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.



This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O00O3A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Linux - HPE ProLiant XL730f/XL740f/XL750f Gen9 (U18) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: RPMS/i386/firmware-system-u18-2.80_2020_10_16-1.1.i386.rpm

Important Note!



Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant XL730f/XL740f/XL750f Gen9 System ROM - U18
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites



The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Linux which is integrated into the
standard Linux kernel.

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE Apollo 4200 Gen9/HPE ProLiant XL420 Gen9 (U19) Servers
Version: 2.80_10-16-2020 (B) (Recommended)
Filename: CP047161.compsig; CP047161.zip

Important Note!

Important Notes:



Ver. 2.80_10-16-2020(B) contains updates to the component packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision (B) if a previous component revision
was used to upgrade the firmware to 2.80_10-16-2020.

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1PU.2020.2 guidance.

Deliverable Name:

HPE Apollo 4200 Gen9/HPE ProLiant XL420 Gen9 System ROM - U19
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None



Prerequisites

This component requires that the following HPE drivers be loaded before the component can run.

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.
The minimum iLO version for ESXi 5.1, ESXi 5.5, ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running

The minimum CRU version for 5.1 is 5.0.3.9.

The minimum CRU version for 5.5 is 5.5.4.1.

The minimum CRU version for 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Fixes
Important Notes:
Ver. 2.80_10-16-2020(B) contains updates to the component packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision (B) if a previous component revision
was used to upgrade the firmware to 2.80_10-16-2020.
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.



Online ROM Flash Component for VMware - HPE ProLiant BL460c Gen9/WS460c Gen9 (136) Servers
Version: 2.80_10-16-2020 (B) (Recommended)
Filename: CP047170.compsig; CP047170.zip

Important Note!

Important Notes:

Ver. 2.80_10-16-2020 (B) contains updates to the component packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision B if a previous component Revision
was used to upgrade the system ROM to version 2.80_10-16-2020.

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant BL460c Gen9/WS460c Gen9 System ROM - 136
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,



CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

This component requires that the following HPE drivers be loaded before the component can run.

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.
The minimum iLO version for ESXi 5.1, ESXi 5.5, ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running

The minimum CRU version for 5.1 is 5.0.3.9.

The minimum CRU version for 5.5 is 5.5.4.1.

The minimum CRU version for 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Important Notes:

Ver. 2.80_10-16-2020 (B) contains updates to the component packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision B if a previous component Revision
was used to upgrade the system ROM to version 2.80_10-16-2020.

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O00O3A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.



This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements
Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE ProLiant BL660c Gen9 (138) Servers
Version: 2.80_10-16-2020 (B) (Recommended)
Filename: CP047172.compsig; CP047172.zip

Important Note!

Important Notes:

Ver. 2.80_10-16-2020 (B) contains updates to the component packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision B if a previous component Revision
was used to upgrade the system ROM to version 2.80_10-16-2020.

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant BL660c Gen9 System ROM - 138
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:



This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

This component requires that the following HPE drivers be loaded before the component can run.

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.
The minimum iLO version for ESXi 5.1, ESXi 5.5, ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running

The minimum CRU version for 5.1 is 5.0.3.9.

The minimum CRU version for 5.5 is 5.5.4.1.

The minimum CRU version for 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Important Notes:

Ver. 2.80_10-16-2020 (B) contains updates to the component packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision B if a previous component Revision
was used to upgrade the system ROM to version 2.80_10-16-2020.

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).



This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements
Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE ProLiant DL120 Gen9 (P86) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: CP046142.compsig; CP046142.zip

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant DL120 Gen9 System ROM - P86
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:



Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO00O03A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites
This component requires that the following HPE drivers be loaded before the component can run.
1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.

The minimum iLO version for ESXi 5.1, 5.5 and ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “Compaq ROM Utility Driver” (CRU) must be installed and running
The minimum CRU version for ESXi 5.1 is 5.0.3.9.

The minimum CRU version for ESXi 5.5 is 5.5.4.1.

The minimum CRU version for ESXi 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific *"HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Fixes



Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE ProLiant DL160 Gen9/DL180 Gen9 (U20) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: CP046155.compsig; CP046155.zip

Important Note!
Important Notes:
None
Deliverable Name:
HPE ProLiant DL160 Gen9/DL180 Gen9 System ROM - U20

Release Version:



2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None
Prerequisites

This component requires that the following HPE drivers be loaded before the component can run.

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.
The minimum iLO version for ESXi 5.1, ESXi 5.5, ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running

The minimum CRU version for 5.1 is 5.0.3.9.

The minimum CRU version for 5.5 is 5.5.4.1.

The minimum CRU version for 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.



Fixes

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O0O03A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE ProLiant DL20 Gen9 (U22) Servers
Version: 2.90_11-27-2020 (Recommended)
Filename: CP046428.compsig; CP046428.zip

Important Note!

Important Notes:

This revision of the System ROM includes the latest revision of Intel microcode.

Deliverable Name:

HPE ProLiant DL20 Gen9 System ROM - U22



Release Version:
2.90_11-27-2020

Last Recommended or Critical Revision:
2.90_11-27-2020

Previous Revision:
2.88_10-16-2020

Firmware Dependencies:

None

Enhancements/New Features:
None

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode: 0x000000E2 (CPUID
506E3). This Intel microcode patch provide mitigations for BIOS advisories and security vulnerabilities
documented as CVE-2020-8696 and CVE-2020-8698. These security vulnerabilities are documented in
Intel Security Advisory INTEL-SA-00381. These issues are not unique to HPE servers.

Known Issues:

None

Prerequisites

This component requires that the following HPE drivers be loaded before the component can run.

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.
The minimum iLO version for ESXi 5.5, ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version for ESXi
6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running

The minimum CRU version for 5.5 is 5.5.4.1.
The minimum CRU version for 6.0 is 6.0.8.
The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, and 5.5 on vibsdepot.hpe.com.

Fixes
Important Notes:

This revision of the System ROM includes the latest revision of Intel microcode.



Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode: 0x000000E2 (CPUID
506E3). This Intel microcode patch provide mitigations for BIOS advisories and security vulnerabilities
documented as CVE-2020-8696 and CVE-2020-8698. These security vulnerabilities are documented in
Intel Security Advisory INTEL-SA-00381. These issues are not unique to HPE servers.

Known Issues:

None

Online ROM Flash Component for VMware - HPE ProLiant DL380 Gen9/DL360 Gen9 (P89) Servers
Version: 2.80_10-16-2020 (B) (Recommended)
Filename: CP047163.compsig; CP047163.zip

Important Note!

Important Notes:

Ver. 2.80_10-16-2020(B) contains updates to the component packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision (B) if a previous component revision
was used to upgrade the firmware to 2.80_10-16-2020.

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant DL360/DL380 Gen9 System ROM - P89
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.



Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

This component requires that the following HPE drivers be loaded before the component can run.
1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.

The minimum iLO version for ESXi 5.1, 5.5 and ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running
The minimum CRU version for ESXi 5.1 is 5.0.3.9.

The minimum CRU version for ESXi 5.5 is 5.5.4.1.

The minimum CRU version for ESXi 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific *"HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Important Notes:

Ver. 2.80_10-16-2020(B) contains updates to the component packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision (B) if a previous component revision
was used to upgrade the firmware to 2.80_10-16-2020.



This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE ProLiant DL560 Gen9 (P85) Servers
Version: 2.80_10-16-2020 (B) (Recommended)
Filename: CP047162.compsig; CP047162.zip

Important Note!

Important Notes:

Ver. 2.80_10-16-2020(B) contains updates to the component packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision (B) if a previous component revision
was used to upgrade the firmware to 2.80_10-16-2020.

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1PU.2020.2 guidance.

Deliverable Name:

HPE ProLiant DL560 Gen9 System ROM - P85



Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None
Prerequisites

This component requires that the following HPE drivers be loaded before the component can run.

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.
The minimum iLO version for ESXi 5.1, ESXi 5.5, ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running

The minimum CRU version for 5.1 is 5.0.3.9.

The minimum CRU version for 5.5 is 5.5.4.1.

The minimum CRU version for 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced



management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Fixes
Important Notes:
Ver. 2.80_10-16-2020(B) contains updates to the component packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision (B) if a previous component revision
was used to upgrade the firmware to 2.80_10-16-2020.
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O0O03A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE ProLiant DL580 Gen9 (U17) Servers
Version: 2.80_10-16-2020 (B) (Recommended)
Filename: CP047164.compsig; CP047164.zip

Important Note!

Important Notes:

Ver. 2.80_10-16-2020(B) contains updates to the component packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision (B) if a previous component revision
was used to upgrade the firmware to 2.80_10-16-2020.



This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant DL580 Gen9 System ROM - U17
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000016 (CPUID 306F4) and 0x00BO0O00O3A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0592. These security
vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These issues are not unique to
HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8764.
These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00390. These issues
are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None
Prerequisites

This component requires that the following HPE drivers be loaded before the component can run.



Fixes

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.

The minimum iLO version for ESXi 5.5 and ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version for
ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running
The minimum CRU version for ESXi 5.5 is 5.5.4.1.

The minimum CRU version for ESXi 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5 on vibsdepot.hpe.com.

Important Notes:

Ver. 2.80_10-16-2020(B) contains updates to the component packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision (B) if a previous component revision
was used to upgrade the firmware to 2.80_10-16-2020.

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000016 (CPUID 306F4) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0592. These security
vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These issues are not unique to
HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8764.
These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00390. These issues
are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None



Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE ProLiant DL60 Gen9/DL80 Gen9 (U15) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: CP046170.compsig; CP046170.zip

Important Note!
Important Notes:
None
Deliverable Name:
HPE ProLiant DL60 Gen9/ProLiant DL80 Gen9 System ROM - U15
Release Version:
2.80_10-16-2020
Last Recommended or Critical Revision:
2.80_10-16-2020
Previous Revision:
2.76_10-21-2019
Firmware Dependencies:
None
Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,



CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

This component requires that the following HPE drivers be loaded before the component can run.
1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.

The minimum iLO version for ESXi 5.1, 5.5 and ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running
The minimum CRU version for ESXi 5.1 is 5.0.3.9.

The minimum CRU version for ESXi 5.5 is 5.5.4.1.

The minimum CRU version for ESXi 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-



0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE ProLiant EC200a (U26) Server/HPE ProLiant Thin Micro TM200
(U26) Server

Version: 2.66_07-19-2019 (Recommended)

Filename: CP040773.compsig; CP040773.zip

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant Thin Micro TM200 System ROM - U26
Release Version:

2.66_07-19-2019

Last Recommended or Critical Revision:
2.66_07-19-2019

Previous Revision:

2.62_02-20-2019

Firmware Dependencies:

None

Enhancements/New Features:



None
Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for an Intel sighting where the system may experience a machine check after updating to the
latest System ROM which contained a fix for an Intel TSX (Transactional Synchronizations Extensions)
sightings. The previous microcode was first introduced in the v2.62 System ROM. This issue only impacts
systems configured with Intel Xeon® D-1500 processors. This issue is not unique to HPE servers.

Known Issues:

None

Prerequisites

Fixes

This component requires that the following HPE drivers be loaded before the component can run.
1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.

The minimum iLO version for ESXi 5.5 and ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version for
ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running
The minimum CRU version for ESXi 5.5 is 5.5.4.1.

The minimum CRU version for ESXi 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5 on vibsdepot.hpe.com.

Important Notes:

None

Firmware Dependencies:
None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for an Intel sighting where the system may experience a machine check after updating to the
latest System ROM which contained a fix for an Intel TSX (Transactional Synchronizations Extensions)
sightings. The previous microcode was first introduced in the v2.62 System ROM. This issue only impacts
systems configured with Intel Xeon® D-1500 processors. This issue is not unique to HPE servers.

Known Issues:



None

Enhancements

None

Online ROM Flash Component for VMware - HPE ProLiant ML110 Gen9 (P99) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: CP046139.compsig; CP046139.zip

Important Note!
Important Notes:
None
Deliverable Name:
HPE ProLiant ML110 Gen9 System ROM - P99
Release Version:
2.80_10-16-2020
Last Recommended or Critical Revision:
2.80_10-16-2020
Previous Revision:
2.76_10-21-2019
Firmware Dependencies:
None
Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,



CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

This component requires that the following HPE drivers be loaded before the component can run.

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.
The minimum iLO version for ESXi 5.1, ESXi 5.5, ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running

The minimum CRU version for 5.1 is 5.0.3.9.

The minimum CRU version for 5.5 is 5.5.4.1.

The minimum CRU version for 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:



None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE ProLiant ML150 Gen9 (P95) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: CP046162.compsig; CP046162.zip

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant ML150 Gen9 System ROM - P95
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-



0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

This component requires that the following HPE drivers be loaded before the component can run.

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.
The minimum iLO version for ESXi 5.1, ESXi 5.5, ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running

The minimum CRU version for 5.1 is 5.0.3.9.

The minimum CRU version for 5.5 is 5.5.4.1.

The minimum CRU version for 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.



This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE ProLiant ML30 Gen9 (U23) Servers
Version: 2.90_11-27-2020 (Recommended)
Filename: CP046426.compsig; CP046426.zip

Important Note!
Important Notes:
This revision of the System ROM includes the latest revision of Intel microcode.
Deliverable Name:
HPE ProLiant ML30 Gen9 System ROM - U23
Release Version:
2.90_11-27-2020
Last Recommended or Critical Revision:
2.90_11-27-2020
Previous Revision:
2.88_10-16-2020
Firmware Dependencies:
None
Enhancements/New Features:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode: 0x000000E2 (CPUID
506E3). This Intel microcode patch provide mitigations for BIOS advisories and security vulnerabilities
documented as CVE-2020-8696 and CVE-2020-8698. These security vulnerabilities are documented in
Intel Security Advisory INTEL-SA-00381. These issues are not unique to HPE servers.



Known Issues:

None

Prerequisites

This component requires that the following HPE drivers be loaded before the component can run.

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.
The minimum iLO version for ESXi 5.5, ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version for ESXi
6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running

The minimum CRU version for 5.5 is 5.5.4.1.
The minimum CRU version for 6.0 is 6.0.8.
The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, and 5.5 on vibsdepot.hpe.com.

Fixes
Important Notes:
This revision of the System ROM includes the latest revision of Intel microcode.
Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode: 0x000000E2 (CPUID
506E3). This Intel microcode patch provide mitigations for BIOS advisories and security vulnerabilities
documented as CVE-2020-8696 and CVE-2020-8698. These security vulnerabilities are documented in
Intel Security Advisory INTEL-SA-00381. These issues are not unique to HPE servers.

Known Issues:

None

Online ROM Flash Component for VMware - HPE ProLiant ML350 Gen9 (P92) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: CP046157.compsig; CP046157.zip

Important Note!

Important Notes:
None

Deliverable Name:



HPE ProLiant ML350 Gen9 System ROM - P92
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None
Prerequisites

This component requires that the following HPE drivers be loaded before the component can run.

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.
The minimum iLO version for ESXi 5.1, ESXi 5.5, ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running

The minimum CRU version for 5.1 is 5.0.3.9.

The minimum CRU version for 5.5 is 5.5.4.1.

The minimum CRU version for 6.0 is 6.0.8.



The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O00O3A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE ProLiant XL170r/XL190r Gen9 (U14) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: CP046133.compsig; CP046133.zip

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1PU.2020.2 guidance.



Deliverable Name:

HPE ProLiant XL170r/XL190r Gen9 System ROM - U14
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None
Prerequisites

This component requires that the following HPE drivers be loaded before the component can run.



Fixes

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.

The minimum iLO version for ESXi 5.1, 5.5 and ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running
The minimum CRU version for ESXi 5.1 is 5.0.3.9.

The minimum CRU version for ESXi 5.5 is 5.5.4.1.

The minimum CRU version for ESXi 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements



Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware - HPE ProLiant XL450 Gen9 (U21) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: CP046176.compsig; CP046176.zip

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant XL450 Gen9 System ROM - U21
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.



This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

This component requires that the following HPE drivers be loaded before the component can run.

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.
The minimum iLO version for ESXi 5.1, ESXi 5.5, ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running

The minimum CRU version for 5.1 is 5.0.3.9.

The minimum CRU version for 5.5 is 5.5.4.1.

The minimum CRU version for 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O0O03A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements



Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for VMware ESXi- HPE ProLiant XL230a/XL250a Gen9 (U13) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: CP046127.compsig; CP046127.zip

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant XL230a/250a Gen9 System ROM - U13
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,



CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

This component requires that the following HPE drivers be loaded before the component can run.

1. The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) must be installed and running.
The minimum iLO version for ESXi 5.1, ESXi 5.5, ESXi 6.0 and ESXi 6.5 is 1.4. The minimum iLO version
for ESXi 6.7 is 10.1.0.

2. The “"Compaq ROM Utility Driver” (CRU) must be installed and running

The minimum CRU version for 5.1 is 5.0.3.9.

The minimum CRU version for 5.5 is 5.5.4.1.

The minimum CRU version for 6.0 is 6.0.8.

The minimum CRU version for 6.5 is 6.5.8.

The minimum CRU version for 6.7 is 6.7.10.

Both drivers are integrated into the HPE VMware Custom Image which also contains other HPE advanced
management tools. The drivers are also available from the OS specific "HPE Agentless Management
Service Offline Bundle” for VMware vSphere 6.7, 6.5, 6.0, 5.5, and 5.1 on vibsdepot.hpe.com.

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:



None

Enhancements
Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE Apollo 4200 Gen9/HPE ProLiant XL420 Gen9 (U19) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: cp046201.exe

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE Apollo 4200 Gen9/HPE ProLiant XL420 Gen9 System ROM - U19
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,



CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O0O03A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant BL460c Gen9/WS460c Gen9 (I36) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: cp046087.exe



Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant BL460c Gen9/WS460c Gen9 System ROM - 136
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None



Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O00O3A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant BL660c Gen9 (I38) Servers
Version: 2.80_10-16-2020 (Recommended)

Filename: cp046093.exe

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1PU.2020.2 guidance.



Deliverable Name:

HPE ProLiant BL660c Gen9 System ROM - 138
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:
None
Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Fixes



Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements
Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant DL120 Gen9 (P86) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: cp046140.exe

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant DL120 Gen9 System ROM - P86
Release Version:

2.80_10-16-2020



Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O00O3A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1PU.2020.2 guidance.

Firmware Dependencies:



None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O0O03A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant DL160 Gen9/DL180 Gen9 (U20) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: cp046153.exe

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant DL160 Gen9/DL180 Gen9 System ROM - U20
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:



2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O0O03A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0003A (CPUID
406F1).



This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant DL20 Gen9 (U22) Servers
Version: 2.90_11-27-2020 (Recommended)
Filename: cp046424.exe

Important Note!
Important Notes:
This revision of the System ROM includes the latest revision of Intel microcode.
Deliverable Name:
HPE ProLiant DL20 Gen9 System ROM - U22
Release Version:
2.90_11-27-2020
Last Recommended or Critical Revision:
2.90_11-27-2020
Previous Revision:
2.88_10-16-2020
Firmware Dependencies:
None

Enhancements/New Features:



None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode: 0x000000E2 (CPUID
506E3). This Intel microcode patch provide mitigations for BIOS advisories and security vulnerabilities
documented as CVE-2020-8696 and CVE-2020-8698. These security vulnerabilities are documented in
Intel Security Advisory INTEL-SA-00381. These issues are not unique to HPE servers.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Important Notes:

This revision of the System ROM includes the latest revision of Intel microcode.
Firmware Dependencies:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode: 0x000000E2 (CPUID
506E3). This Intel microcode patch provide mitigations for BIOS advisories and security vulnerabilities
documented as CVE-2020-8696 and CVE-2020-8698. These security vulnerabilities are documented in
Intel Security Advisory INTEL-SA-00381. These issues are not unique to HPE servers.

Known Issues:

None

Online ROM Flash Component for Windows x64 - HPE ProLiant DL560 Gen9 (P85) Servers
Version: 2.80_10-16-2020 (B) (Recommended)
Filename: cp046867.exe

Important Note!

Important Notes:

Ver. 2.80_10-16-2020(B) contains updates to the firmware packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision B if a previous component revision
was used to upgrade the firmware to version 2.80_10-16-2020.

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:



HPE ProLiant DL560 Gen9 System ROM - P85

Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:

2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:
None
Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites



The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Fixes
Important Notes:
Ver. 2.80_10-16-2020(B) contains updates to the firmware packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision B if a previous component revision
was used to upgrade the firmware to version 2.80_10-16-2020.
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O00O3A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant DL580 Gen9 (U17) Servers
Version: 2.80_10-16-2020 (B) (Recommended)

Filename: cp046868.exe

Important Note!

Important Notes:



Ver. 2.80_10-16-2020(B) contains updates to the firmware packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision B if a previous component revision
was used to upgrade the firmware to version 2.80_10-16-2020.

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1PU.2020.2 guidance.

Deliverable Name:

HPE ProLiant DL580 Gen9 System ROM - U17
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000016 (CPUID 306F4) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0592. These security
vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These issues are not unique to
HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8764.
These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00390. These issues
are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None



Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Fixes
Important Notes:
Ver. 2.80_10-16-2020(B) contains updates to the firmware packaging and is functionally equivalent to
ver. 2.80_10-16-2020. It is not necessary to upgrade with Revision B if a previous component revision
was used to upgrade the firmware to version 2.80_10-16-2020.
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant DL60 Gen9/DL80 Gen9 (U15) Servers
Version: 2.80_10-16-2020 (Recommended)

Filename: cp046165.exe

Important Note!

Important Notes:



None

Deliverable Name:

HPE ProLiant DL60 Gen9/ProLiant DL80 Gen9 System ROM - U15
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None
Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).



Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O0O03A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant EC200a (U26) Server/HPE ProLiant Thin Micro
TM200 (U26) Server

Version: 2.66_07-19-2019 (Recommended)

Filename: cp040771.exe

Important Note!

Important Notes:

None

Deliverable Name:



HPE ProLiant Thin Micro TM200 System ROM - U26
Release Version:

2.66_07-19-2019

Last Recommended or Critical Revision:
2.66_07-19-2019

Previous Revision:

2.62_02-20-2019

Firmware Dependencies:

None

Enhancements/New Features:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for an Intel sighting where the system may experience a machine check after updating to the
latest System ROM which contained a fix for an Intel TSX (Transactional Synchronizations Extensions)
sightings. The previous microcode was first introduced in the v2.62 System ROM. This issue only impacts
systems configured with Intel Xeon® D-1500 processors. This issue is not unique to HPE servers.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Important Notes:

None

Firmware Dependencies:
None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for an Intel sighting where the system may experience a machine check after updating to the
latest System ROM which contained a fix for an Intel TSX (Transactional Synchronizations Extensions)



sightings. The previous microcode was first introduced in the v2.62 System ROM. This issue only impacts
systems configured with Intel Xeon® D-1500 processors. This issue is not unique to HPE servers.

Known Issues:

None

Enhancements

None

Online ROM Flash Component for Windows x64 - HPE ProLiant ML110 Gen9 (P99) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: cp046137.exe

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant ML110 Gen9 System ROM - P99
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-



0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0OO0O03A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements



Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant ML150 Gen9 (P95) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: cp046160.exe

Important Note!
Important Notes:
None
Deliverable Name:
HPE ProLiant ML150 Gen9 System ROM - P95
Release Version:
2.80_10-16-2020
Last Recommended or Critical Revision:
2.80_10-16-2020
Previous Revision:
2.76_10-21-2019
Firmware Dependencies:
None
Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,



CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant ML30 Gen9 (U23) Servers



Version: 2.90_11-27-2020 (Recommended)
Filename: cp046423.exe

Important Note!

Important Notes:

This revision of the System ROM includes the latest revision of Intel microcode.
Deliverable Name:

HPE ProLiant ML30 Gen9 System ROM - U23
Release Version:

2.90_11-27-2020

Last Recommended or Critical Revision:
2.90_11-27-2020

Previous Revision:

2.88_10-16-2020

Firmware Dependencies:

None

Enhancements/New Features:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode: 0x000000E2 (CPUID
506E3). This Intel microcode patch provide mitigations for BIOS advisories and security vulnerabilities
documented as CVE-2020-8696 and CVE-2020-8698. These security vulnerabilities are documented in
Intel Security Advisory INTEL-SA-00381. These issues are not unique to HPE servers.

Known Issues:

None
Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Fixes
Important Notes:

This revision of the System ROM includes the latest revision of Intel microcode.



Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode: 0x000000E2 (CPUID
506E3). This Intel microcode patch provide mitigations for BIOS advisories and security vulnerabilities
documented as CVE-2020-8696 and CVE-2020-8698. These security vulnerabilities are documented in
Intel Security Advisory INTEL-SA-00381. These issues are not unique to HPE servers.

Known Issues:

None

Online ROM Flash Component for Windows x64 - HPE ProLiant ML350 Gen9 (P92) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: cp046143.exe

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant ML350 Gen9 System ROM - P92
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:



This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.



Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant XL170r/XL190r Gen9 (U14) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: cp046131.exe

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant XL170r/XL190r Gen9 System ROM - U14
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-



0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

Fixes

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements



Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant XL230a/XL250a Gen9 (U13) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: cp046125.exe

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant XL230a/250a Gen9 System ROM - U13
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.



This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant XL270d (U25) Accelerator Tray
Version: 2.80_10-16-2020 (Recommended)
Filename: cp046196.exe

Important Note!



Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant XL270d Accelerator Tray System ROM - U25
Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Prerequisites



The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.
This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.
Known Issues:
None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Online ROM Flash Component for Windows x64 - HPE ProLiant XL450 Gen9 (U21) Servers
Version: 2.80_10-16-2020 (Recommended)
Filename: cp046174.exe

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant XL450 Gen9 System ROM - U21



Release Version:

2.80_10-16-2020

Last Recommended or Critical Revision:
2.80_10-16-2020

Previous Revision:

2.76_10-21-2019

Firmware Dependencies:

None

Enhancements/New Features:

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00BO0O003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None
Prerequisites

The "HPE ProLiant iLO 3/4 Channel Interface Driver” (CHIF) for Windows which is available from Service
Pack for ProLiant (SPP).

Fixes

Important Notes:



This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of Intel microcode. The Intel microcode
patches included in this release are versions 0x00000044 (CPUID 306F2) and 0x00B0O0003A (CPUID
406F1).

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0591 and CVE-2020-
0592. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These
issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS platform code advisories and security vulnerabilities documented as CVE-2020-8738,
CVE-2020-8740, and CVE-2020-8764. These security vulnerabilities are documented in Intel Security
Advisory INTEL-SA-00390. These issues are not unique to HPE servers.

This version of the System ROM contains an updated UEFI Driver for the SmartArray B140i SATA RAID
controller. This update addresses an issue where the system may periodically experience an operating
system boot issue such as experiencing a Linux kernel panic on boot.

Known Issues:

None

Enhancements

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

BIOS (Login Required) - System ROM Top

Online ROM Flash Component for Linux - HPE Apollo 2000 Gen10/HPE ProLiant XL170r/XL190r Gen10 (U38)
Servers

Version: 2.42_01-23-2021 (Recommended)

Filename: RPMS/x86_64/firmware-system-u38-2.42_2021_01_23-1.1.x86_64.compsig; RPMS/x86_64/firmware-
system-u38-2.42_2021_01_23-1.1.x86_64.rpm

Important Note!

Important Notes:



None

Deliverable Name:

HPE Apollo 2000 Gen10/HPE ProLiant XL170r/XL190r Gen10 System ROM - U38
Release Version:

2.42_01-23-2021

Last Recommended or Critical Revision:

2.42_01-23-2021

Previous Revision:

2.40_10-26-2020

Firmware Dependencies:

None

Enhancements/New Features:

Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC+1).
This support also requires the latest version of iLO Firmware, version 2.40 or later.

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PCIe. This may
result in a machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a
new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.

Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.



Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None

Prerequisites

Fixes

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Important Notes:

None

Firmware Dependencies:
None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PCle. This may
result in a machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a
new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.

Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.

Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None



Enhancements

Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC+1).
This support also requires the latest version of iLO Firmware, version 2.40 or later.

Online ROM Flash Component for Linux - HPE Apollo 4200 Gen10/HPE ProLiant XL420 Gen10 (U39) Servers
Version: 2.42_01-23-2021 (Recommended)

Filename: RPMS/x86_64/firmware-system-u39-2.42_2021_01_23-1.1.x86_64.compsig; RPMS/x86_64/firmware-
system-u39-2.42_2021_01_23-1.1.x86_64.rpm
Important Note!

Important Notes:

None

Deliverable Name:

HPE Apollo 4200 Gen10/ProLiant XL420 Gen10 System ROM - U39

Release Version:

2.42_01-23-2021

Last Recommended or Critical Revision:

2.42_01-23-2021

Previous Revision:

2.40_10-26-2020

Firmware Dependencies:

None

Enhancements/New Features:

Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC 1). This
support also requires the latest version of iLO Firmware, version 2.40 or later.

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions



0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PClIe. This may
result in @ machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a
new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.

Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.

Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None

Prerequisites

Fixes

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Important Notes:

None

Firmware Dependencies:
None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PCle. This may
result in @ machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a



new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.

Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.

Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None

Enhancements

Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC 1). This
support also requires the latest version of iLO Firmware, version 2.40 or later.

Online ROM Flash Component for Linux - HPE Apollo 4510 Gen10/HPE ProLiant XL450 Gen10 (U40) Servers
Version: 2.42_01-23-2021 (Recommended)

Filename: RPMS/x86_64/firmware-system-u40-2.42_2021_01_23-1.1.x86_64.compsig; RPMS/x86_64/firmware-
system-u40-2.42_2021_01_23-1.1.x86_64.rpm
Important Note!

Important Notes:

None

Deliverable Name:

HPE Apollo 4510 Gen10/ProLiant XL450 Gen10 System ROM - U40

Release Version:

2.42_01-23-2021

Last Recommended or Critical Revision:

2.42_01-23-2021



Previous Revision:

2.40_10-26-2020

Firmware Dependencies:

None

Enhancements/New Features:

Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC 1). This
support also requires the latest version of iLO Firmware, version 2.40 or later.

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PCIe. This may
result in a machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a
new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.

Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.

Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None

Prerequisites

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Fixes



Important Notes:

None

Firmware Dependencies:
None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PCIe. This may
result in a machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a
new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.

Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.

Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None

Enhancements

Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC 1). This
support also requires the latest version of iLO Firmware, version 2.40 or later.

Online ROM Flash Component for Linux - HPE Apollo 6500 Gen10 Plus/HPE ProLiant XL645d Gen10 Plus (A48)
Servers

Version: 2.40_02-24-2021 (Optional)



Filename: RPMS/x86_64/firmware-system-a48-2.40_2021_02_24-1.1.x86_64.rpm; RPMS/x86_64/firmware-
system-a48-2.40_2021_02_24-1.1.x86_64_partl.compsig; RPMS/x86_64/firmware-system-a48-
2.40_2021_02_24-1.1.x86_64_part2.compsig
Important Note!

Important Notes:

None

Deliverable Name:

HPE Apollo 6500 Gen10 Plus/HPE ProLiant XL645d Gen10 Plus System ROM - A48

Release Version:

2.40_02-24-2021

Last Recommended or Critical Revision:

1.38_12-23-2020

Previous Revision:

1.38_12-23-2020

Firmware Dependencies:

None

Enhancements/New Features:

Added support for AMD EPYC 7003 processors.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC+1).
This support also requires the latest version of iLO Firmware, version 2.40 or later.

Added a new BIOS/Platform Configuration (RBSU) for Platform RAS Policy to control the Platform
Resiliency and Serviceability (RAS) policy. This option controls whether platform firmware or the operating
system has control of corrected error handling and reporting.

Problems Fixed:

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Known Issues:

None

Prerequisites



The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Fixes
Important Notes:
None
Firmware Dependencies:
None
Problems Fixed:

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Known Issues:

None

Enhancements

Added support for AMD EPYC 7003 processors.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC+1).
This support also requires the latest version of iLO Firmware, version 2.40 or later.

Added a new BIOS/Platform Configuration (RBSU) for Platform RAS Policy to control the Platform
Resiliency and Serviceability (RAS) policy. This option controls whether platform firmware or the operating
system has control of corrected error handling and reporting.

Online ROM Flash Component for Linux - HPE Apollo 6500 Gen10 Plus/HPE ProLiant XL675d Gen10 Plus (A47)
Servers

Version: 2.40_02-23-2021 (Optional)

Filename: RPMS/x86_64/firmware-system-a47-2.40_2021_02_23-1.1.x86_64.rpm; RPMS/x86_64/firmware-
system-a47-2.40_2021_02_23-1.1.x86_64_partl.compsig; RPMS/x86_64/firmware-system-a47-
2.40_2021_02_23-1.1.x86_64_part2.compsig

Important Note!

Important Notes:
None
Deliverable Name:

HPE Apollo 6500 Gen10 Plus/HPE ProLiant XL675d Gen10 Plus System ROM - A47



Release Version:

2.40_02-23-2021

Last Recommended or Critical Revision:
1.38_11-06-2020

Previous Revision:

1.38_11-06-2020

Firmware Dependencies:

HPE ProLiant XL675d Gen10Plus CPLD version OF
HPE Apollo 6500 Gen10 Plus Chassis CPLD version 0909
Enhancements/New Features:

Added support for AMD EPYC 7003 processors.
Added support for Direct Liquid Cooling solution.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC+1).
This support also requires the latest version of iLO Firmware, version 2.40 or later.

Added a new BIOS/Platform Configuration (RBSU) for Platform RAS Policy to control the Platform
Resiliency and Serviceability (RAS) policy. This option controls whether platform firmware or the operating
system has control of corrected error handling and reporting.

Problems Fixed:

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Known Issues:

None
Prerequisites

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Fixes
Important Notes:
None
Firmware Dependencies:

HPE ProLiant XL675d Gen10Plus CPLD version OF



HPE Apollo 6500 Gen10 Plus Chassis CPLD version 0909
Problems Fixed:

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Known Issues:

None

Enhancements
Added support for AMD EPYC 7003 processors.

Added support for Direct Liquid Cooling solution.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC+1).
This support also requires the latest version of iLO Firmware, version 2.40 or later.

Added a new BIOS/Platform Configuration (RBSU) for Platform RAS Policy to control the Platform
Resiliency and Serviceability (RAS) policy. This option controls whether platform firmware or the operating
system has control of corrected error handling and reporting.

Online ROM Flash Component for Linux - HPE Apollo 6500 Gen10/HPE ProLiant XL270d Gen10 (U45) Servers
Version: 2.42_01-23-2021 (Recommended)

Filename: RPMS/x86_64/firmware-system-u45-2.42_2021_01_23-1.1.x86_64.compsig; RPMS/x86_64/firmware-
system-u45-2.42_2021_01_23-1.1.x86_64.rpm

Important Note!

Important Notes:

None

Deliverable Name:

HPE Apollo 6500 Gen10/HPE ProLiant XL270d Gen10 System ROM - U45
Release Version:

2.42_01-23-2021

Last Recommended or Critical Revision:
2.42_01-23-2021

Previous Revision:

2.40_10-26-2020

Firmware Dependencies:

None



Enhancements/New Features:
Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC+1).
This support also requires the latest version of iLO Firmware, version 2.40 or later.

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PCle. This may
result in @ machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a
new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.

Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.

Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None
Prerequisites

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Fixes
Important Notes:
None
Firmware Dependencies:
None

Problems Fixed:



This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PCIe. This may
result in @ machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a
new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.

Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.

Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None

Enhancements
Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC+1).
This support also requires the latest version of iLO Firmware, version 2.40 or later.

Online ROM Flash Component for Linux - HPE ProLiant BL460c Gen10 (I41) Servers

Version: 2.42_01-23-2021 (Recommended)

Filename: RPMS/x86_64/firmware-system-i41-2.42_2021_01_23-1.1.x86_64.compsig; RPMS/x86_64/firmware-
system-i41-2.42_2021_01_23-1.1.x86_64.rpm

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant BL460c Gen10 System ROM - 141
Release Version:

2.42_01-23-2021



Last Recommended or Critical Revision:

2.42_01-23-2021

Previous Revision:

2.40_10-26-2020

Firmware Dependencies:

None

Enhancements/New Features:

Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC+1).
This support also requires the latest version of iLO Firmware, version 2.40 or later.

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PCle. This may
result in @ machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a
new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.

Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.

Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None
Prerequisites

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.



Important Notes:

None

Firmware Dependencies:
None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PCle. This may
result in a machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a
new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.

Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.

Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None

Enhancements
Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC+1).
This support also requires the latest version of iLO Firmware, version 2.40 or later.

Online ROM Flash Component for Linux - HPE ProLiant DL160 Gen10/DL180 Gen10 (U31) Servers

Version: 2.42_01-23-2021 (Recommended)

Filename: RPMS/x86_64/firmware-system-u31-2.42_2021_01_23-1.1.x86_64.compsig; RPMS/x86_64/firmware-
system-u31-2.42_2021_01_23-1.1.x86_64.rpm

Important Note!



Important Notes:

None

Deliverable Name:

HPE ProLiant DL160 Gen10/DL180 Gen10 System ROM - U31
Release Version:

2.42_01-23-2021

Last Recommended or Critical Revision:
2.42_01-23-2021

Previous Revision:

2.40_10-26-2020

Firmware Dependencies:

None

Enhancements/New Features:

Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC 1). This
support also requires the latest version of iLO Firmware, version 2.40 or later.

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PCle. This may
result in a machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a
new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.



Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.

Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None

Prerequisites

Fixes

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Important Notes:

None

Firmware Dependencies:
None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PCle. This may
result in a machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a
new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.

Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.

Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None



Enhancements
Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC 1). This
support also requires the latest version of iLO Firmware, version 2.40 or later.

Online ROM Flash Component for Linux - HPE ProLiant DL20 Gen10 (U43) Servers

Version: 2.20_10-27-2020 (Recommended)

Filename: RPMS/x86_64/firmware-system-u43-2.20_2020_10_27-1.1.x86_64.compsig; RPMS/x86_64/firmware-
system-u43-2.20_2020_10_27-1.1.x86_64.rpm

Important Note!

Important Notes:

This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
1IPU.2020.2 guidance.

Deliverable Name:

HPE ProLiant DL20 Gen10 System ROM - U43
Release Version:

2.20_10-27-2020

Last Recommended or Critical Revision:
2.20_10-27-2020

Previous Revision:

2.18_06-24-2020

Firmware Dependencies:

None

Enhancements/New Features:

Added a new BIOS/Platform Configuration (RBSU) option to Memory Options called Refresh Watermarks.
When selecting the Low Watermark setting, the memory controller will help reduce susceptibility to a
DDR4 RowHammer attack. It is expected that a memory performance impact will be seen when enabling
the Low Watermark setting. The default operation of the system has not changed and customers wanting
to provide additional RowHammer protection should enable this setting.

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Updated the System ROM support for One Button Secure Erase functionality with the latest HPE option
devices.



Updated the RESTful API HPE BIOS Attribute Registry resources to match the latest BIOS/Platform
Configuration options.

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigations for security vulnerabilities documented as CVE-2020-8696, CVE-2020-8694 and CVE-2020-
8695. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00381 and
INTEL-SA-00389. The Intel microcode patches included in this release are version 0x000000DE (CPUIDs
906ED, 906EC, 906EB and 906EA). These issues are not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0593. These security
vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These issues are not unique to
HPE servers.

Addressed an issue where the "Minimum Processor Idle Power Package C-State" RBSU option was missing.
Known Issues:

None

Prerequisites

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Fixes
Important Notes:
This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2020.2 guidance.
Firmware Dependencies:
None
Problems Fixed:
This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigations for security vulnerabilities documented as CVE-2020-8696, CVE-2020-8694 and CVE-2020-
8695. These security vulnerabilities are documented in Intel Security Advisory INTEL-SA-00381 and
INTEL-SA-00389. The Intel microcode patches included in this release are version 0x000000DE (CPUIDs
906ED, 906EC, 906EB and 906EA). These issues are not unique to HPE servers.
This revision of the System ROM includes the latest revision of the Intel Reference Code which provides
mitigations for BIOS advisories and security vulnerabilities documented as CVE-2020-0593. These security
vulnerabilities are documented in Intel Security Advisory INTEL-SA-00358. These issues are not unique to
HPE servers.
Addressed an issue where the "Minimum Processor Idle Power Package C-State" RBSU option was missing.
Known Issues:
None

Enhancements

Added a new BIOS/Platform Configuration (RBSU) option to Memory Options called Refresh Watermarks.
When selecting the Low Watermark setting, the memory controller will help reduce susceptibility to a



DDR4 RowHammer attack. It is expected that a memory performance impact will be seen when enabling
the Low Watermark setting. The default operation of the system has not changed and customers wanting
to provide additional RowHammer protection should enable this setting.

Added support to BIOS/Platform Configuration (RBSU) to allow importing and exporting Secure Boot
signature lists as a signed binary file. This is useful to import the Microsoft revocation list binary file into
the Secure Boot DBX as found on the UEFI forum at https://uefi.org/revocationlistfile.

Updated the System ROM support for One Button Secure Erase functionality with the latest HPE option
devices.

Updated the RESTful API HPE BIOS Attribute Registry resources to match the latest BIOS/Platform
Configuration options.

Online ROM Flash Component for Linux - HPE ProLiant DL325 Gen10 (A41) Servers

Version: 2.44_11-13-2020 (Recommended)

Filename: RPMS/x86_64/firmware-system-a41-2.44_2020_11_13-1.1.x86_64.compsig; RPMS/x86_64/firmware-
system-a41-2.44_2020_11_13-1.1.x86_64.rpm

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant DL325 Gen10 System ROM - A41
Release Version:

2.44_11-13-2020

Last Recommended or Critical Revision:
2.44_11-13-2020

Previous Revision:

2.42_07-17-2020

Firmware Dependencies:

None

Enhancements/New Features:

Added a new BIOS/Platform Configuration (RBSU) for dual bifurcation (quadfurcation) of PCle Adapters to
the Advanced PCIe Configuration Options. This option will allow a x16 PClIe device to be bifurcated into
four x4 devices. This option would only be used for PCIe Adapters that support his level of bifurcation.

Added support to increase the maximum amount of system memory to 8TB.

Problems Fixed:



Addressed a rare issue where the system may fail to boot after a warm reset.
Addressed an issue where the Advanced Options for Secure Boot failed to export all keys.

Addressed an issue where One-Button Secure Erase was not completed when SmartRAID SW RAID
support is enabled.

Known Issues:

None

Prerequisites

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Fixes
Important Notes:
None
Firmware Dependencies:
None
Problems Fixed:
Addressed a rare issue where the system may fail to boot after a warm reset.
Addressed an issue where the Advanced Options for Secure Boot failed to export all keys.

Addressed an issue where One-Button Secure Erase was not completed when SmartRAID SW RAID
support is enabled.

Known Issues:

None

Enhancements

Added a new BIOS/Platform Configuration (RBSU) for dual bifurcation (quadfurcation) of PCle Adapters to
the Advanced PCIe Configuration Options. This option will allow a x16 PCIe device to be bifurcated into
four x4 devices. This option would only be used for PCIe Adapters that support his level of bifurcation.

Added support to increase the maximum amount of system memory to 8TB.

Online ROM Flash Component for Linux - HPE ProLiant DL325/DL325 v2/DL345 Gen10 Plus (A43) Servers
Version: 2.40_02-23-2021 (Optional)

Filename: RPMS/x86_64/firmware-system-a43-2.40_2021_02_23-1.1.x86_64.rpm; RPMS/x86_64/firmware-
system-a43-2.40_2021_02_23-1.1.x86_64_partl.compsig; RPMS/x86_64/firmware-system-a43-
2.40_2021_02_23-1.1.x86_64_part2.compsig

Important Note!

Important Notes:



None

Deliverable Name:

HPE ProLiant DL325/DL325 v2/DL345 Genl10 Plus System ROM - A43
Release Version:

2.40_02-23-2021

Last Recommended or Critical Revision:
1.38_10-30-2020

Previous Revision:

1.38_10-30-2020

Firmware Dependencies:

None

Enhancements/New Features:

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC+1).
This support also requires the latest version of iLO Firmware, version 2.40 or later.

Added a new BIOS/Platform Configuration (RBSU) for Platform RAS Policy to control the Platform
Resiliency and Serviceability (RAS) policy. This option controls whether platform firmware or the operating
system has control of corrected error handling and reporting.

Added driver and option to enable SmartRAID SW RAID support for direct attached SATA and NVMe
drives.

Problems Fixed:

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the fan runs at a higher than expected speed after upgrading the firmware of
HPE Smart Array E208i or E408i to version 3.0.

Known Issues:

None
Prerequisites

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Fixes
Important Notes:

None



Firmware Dependencies:
None
Problems Fixed:

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the fan runs at a higher than expected speed after upgrading the firmware of
HPE Smart Array E208i or E408i to version 3.0.

Known Issues:

None

Enhancements

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC+1).
This support also requires the latest version of iLO Firmware, version 2.40 or later.

Added a new BIOS/Platform Configuration (RBSU) for Platform RAS Policy to control the Platform
Resiliency and Serviceability (RAS) policy. This option controls whether platform firmware or the operating
system has control of corrected error handling and reporting.

Added driver and option to enable SmartRAID SW RAID support for direct attached SATA and NVMe
drives.

Online ROM Flash Component for Linux - HPE ProLiant DL360 Gen10 (U32) Servers

Version: 2.42_01-23-2021 (Recommended)

Filename: RPMS/x86_64/firmware-system-u32-2.42_2021_01_23-1.1.x86_64.compsig; RPMS/x86_64/firmware-
system-u32-2.42_2021_01_23-1.1.x86_64.rpm

Important Note!

Important Notes:

None

Deliverable Name:

HPE ProLiant DL360 Gen10 System ROM - U32
Release Version:

2.42_01-23-2021

Last Recommended or Critical Revision:
2.42_01-23-2021

Previous Revision:



2.40_10-26-2020

Firmware Dependencies:

None

Enhancements/New Features:

Updated the support for Fast Fault Tolerant Memory Mode (ADDDC) to improve system uptime.

Added support to the BIOS/Platform Configuration (RBSU) Time Zones to add Dublin/London (UTC 1). This
support also requires the latest version of iLO Firmware, version 2.40 or later.

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PCIe. This may
result in a machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). As part of this change, a
new BIOS/Platform Configuration (RBSU) option in Advanced Performance Options has been added to
allow a customer to disable this mitigation. This issue is not unique to HPE servers.

Addressed an extremely rare issue where the Real Time Clock may become corrupted on a server boot.
This was typically seen as an unexpected change to the RTC Year field but could impact other parts of the
Date and Time. This issue is not unique to HPE servers.

Addressed an issue where the Extended Memory Test is not run when configured in BIOS/Platform
Configuration (RBSU) to Enabled. Note that this option is Disabled by default. This issue was introduced in
the v2.40 revision of the System ROM.

Addressed an issue where the server system fans may run higher than anticipated when a server is
configured with AHCI SATA drives.

Addressed an issue where a bad LRDIMM memory device could be mapped out but was not properly
reported in the Integrated Memory Log (IML). This issue only impacted systems configured with LRDIMMs.

Known Issues:

None
Prerequisites

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Fixes
Important Notes:

None



Firmware Dependencies:
None
Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception under heavy stress with short loops of instructions. This may result in
a machine check exception in Bank 3 with MSCOD = 0080 and MCACOD = 0400h, as logged in the
Integrated Management Log (IML). The Intel microcode patches included in this release are versions
0x04003005 (CPUID 50656) and 0x05003005 (CPUID 50657). This issue only impacts 2nd generation
Intel Xeon Scalable Performance processors. This issue is not unique to HPE servers.

This revision of the System ROM includes the latest revision of the Intel microcode which provides a fix for
a potential machine check exception when high levels of posted interrupt traffic occurs on PClIe. This may
result in a machine check exception in Bank 9, 10 or 11 with MSCOD = 000Ch, as logged in the Integrated
Management Log (IML). The Intel microcode patches included in this release are versions 0x02006A09
(CPUID 50654), 0x04003005